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Abstract

This paper introduces a framework for evaluating robustness as a com-
posite metric tailored for Ultra-Dense IoT (UD-IoT) networks. The evaluation
focuses on four core dimensions: operational continuity, resource efficiency,
network flexibility, and security. Using theoretical models in conjunction with
accurate simulations, this study also examines the impact of critical factors, in-
cluding the density of devices, network traffic, and environmental disturbances,
on system performance. Our simulations confirm the validity of the proposed
methodology across three representative deployment scenarios — critical, es-
sential and basic. The results highlight the importance of jointly optimizing
operational continuity and resource efficiency to ensure consistently high per-
formance under diverse operating conditions.
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Introduction. Network densification is crucial for IoT networks to han-
dle the exponential growth in data traffic and device connectivity driven by the
increasing number of connected devices [1]. Modern mobile networks address
these demands with higher data rates, reduced latency, and increased capacity
using technologies such as Massive MIMO, millimeter-wave communications, and
network slicing. The evolution to 6G will further enhance these capabilities, en-
abling ultra-low latency, ultra-high data rates, and improved energy efficiency for
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next-generation IoT applications [2,3]|. Since the advent of UD-IoT networks,
researchers have proposed solutions for scalability, energy efficiency, and resource
optimization. In [4], key metrics like energy efficiency, latency, and throughput are
identified, but reliance on static conditions limits adaptability. Collaborative of-
floading frameworks using NOMA and caching [5] face challenges in high-mobility
settings. Machine learning methods [6,7] improve resource allocation and energy
efficiency, but computational overhead and scalability remain concerns. Security
approaches [8,9] focus on multi-layered frameworks and encryption, yet central-
ized architectures create latency and single points of failure. SDN with network
slicing boosts scalability but lacks extreme density validation [10]. Fair resource
allocation via NOMA is limited by static assumptions in dynamic UD-IoT envi-
ronments [11]. In this context, despite significant research, most existing UD-IoT
solutions focus on isolated aspects often neglecting their interdependencies. There
is a need for a holistic robustness metric that integrates key dimensions like re-
silience, scalability, adaptability, and reliability. Current methods rarely capture
this multi-dimensional nature, often improving one factor at the expense of others.

Robustness evaluation framework. This section presents a novel defini-
tion of the robustness metric as a multi-dimensional attribute that encompasses
resilience, scalability, reliability, adaptability, and related factors [12]. The eval-
uation methodology not only addresses these dimensions individually but also
considers their interdependencies to achieve a balanced and optimized UD-IoT
architecture. Such a framework enables the systematic design of networks that
dynamically adapt to changing demands, ensuring sufficient performance and re-
liability in ultra-dense environments. Below, we introduce four key parameters
that collectively define the robustness metric in the context of UD-IoT networks.
Each parameter captures a critical aspect of system behaviour, contributing to
the overall stability, adaptability, and performance under dynamic conditions.

Operational continuity (OC). In UD-IoT networks, OC is a metric for re-
silience and reliability, supporting seamless operation and consistent performance
despite hardware failures, software bugs, or external disruptions. High interde-
pendence among devices increases cascading failure risk in applications like IoT,
smart cities, or healthcare. A well-defined framework is crucial for maintaining
operational stability and service quality in uncertain conditions [13|. Equation
(1) expresses the OC metric based on these principles:

(1) OC =71 (1-—MTTR)+~2-FDR+~3- +74-SCIP 4+~5-DRLP,

where MTTR is the Mean Time to Repair, FDR is the Fault Detection Rate, SAR
is the System Availability Ratio, SCI is the Sensor Calibration Index, DRL is the
Data Redundancy Level, v; is the weighting coeflicient, k is a parameter used to
control the steepness of the curve, 6 is the threshold and p is the power coeffi-
cient. These sub-parameters are combined using mathematical transformations —
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inverse, sigmoid, and power functions — to reflect real-world impact and account
for nonlinearities typical of IoT environments. For example, 1 — MTTR highlights
faster recovery, the sigmoid on SAR captures diminishing returns near maximum
availability, and power functions for SCI and DRL emphasize the increasing diffi-
culty of marginal improvements at higher levels.

Scalable resource efficiency (SRE). SRE is crucial in UD-IoT networks
as device numbers grow and efficient resource use becomes vital. It measures how
well networks can scale with increasing density while maintaining sustainability
and reliability. In urban IoT, SRE highlights the need for dynamic resource and
spectrum management to handle interference and coordination among thousands
of devices [14]. In agricultural IoT, SRE assesses sustainability through power-
aware metrics that minimize energy use. Its parameters reflect the network’s abil-
ity to adapt to traffic and environmental changes, ensuring efficient and scalable
operation. These principles are captured in Equation (2).

(2) SRE = ﬁl-SDRP+52-(1—ISI)+53~THE+ﬂ4~\/SPU+55-;,

1 4+ e~ k(EA-0)
where SDR is the Sensor Deployment Ratio, ISI is the Integration Speed Index,
THE is the Traffic Handling Efficiency, SPU is the Sustainable Power Utilization,
EA is the Expansion Agility, and 3; is the weighting coefficient. The SRE formula
integrates the above-mentioned sub-parameters using mathematical transforma-
tions that reflect their real-world significance, balancing scalability and efficiency
in UD-IoT deployments. For example, SDR is scaled by a power function to em-
phasize early efficiency and diminishing returns at higher saturation, while SPU
uses a square root transformation to capture initial energy gains. At the same
time, 1-ISI penalizes slow integration, THE contributes linearly due to its di-
rect impact on traffic, and EA applies a sigmoid function to model the nonlinear
benefits of adaptive expansion near operational thresholds.

Network Flexiblity (NF). NF quantifies a UD-IoT network’s ability to
adapt to dynamic conditions and ensure seamless interoperability among diverse
devices and protocols. As [oT ecosystems grow more complex, NF measures how
efficiently the network can scale and respond to changing operational require-
ments without loss of functionality [15]. It captures both adaptability — how
devices handle varying traffic, density, and environments — and interoperability
across different manufacturers and protocols. In this study, NF is defined by
Equation (3):

1
(3) NE =6, FUR+ 8, - PCSP + 85 (1~ DCI) + 4y - -

+ e—k(TPA=0) +05 - DI

where FUR is the Firmware Update Rate, PCS is the Protocol Compatibility
Score, DCI is the Dynamic Configuration Index, TPA is the Traffic Pattern Adap-
tation, DI is the Device Interoperability, and §; is the weighting coefficient. FUR
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and DI are treated linearly to reflect their direct impact on adaptability and de-
vice integration, respectively; PCS is scaled using a power function to capture
diminishing returns in protocol compatibility, 1 — DCI penalizes slower reconfig-
uration times, and a sigmoid function is applied to TPA to emphasize significant
improvements in traffic responsiveness near critical thresholds.

Security (SEC). SEC is essential in UD-IoT networks for achieving trust,
secure data, and consistent operation in high device density and heterogeneous
environments. As device numbers grow, so does the risk of vulnerabilities, with
each device as a potential entry point for cyber threats [16]. Devices — sensors,
actuators, gateways — must be protected from unauthorized access, data breaches,
malware, and DDoS. In smart healthcare, loss of security can compromise privacy-
sensitive and life-critical data [17]. In industrial IoT, intrusions may disrupt supply
chains or infrastructure, causing major economic and social consequences. In
Equation (4) these aspects related to security are quantified:

1

(4) SEC =£&1 EKS+€2(1—TDI)+€3FICP+€4 V UAD+€5‘W,

where EKS is the Encryption and Key Security, TDI is the Tamper Detection Inci-
dents, FIC is the Firmware Integrity Check Frequency, UAD is the Unauthorized
Access Detection and Response, RIM is the Response to Security Incidents, and ¢;
is the weighting coefficient. EKS and RIM are modelled linearly and sigmoidally,
respectively, to capture their foundational role in encryption and response effec-
tiveness; 1 — TDI negatively weights frequent tampering incidents, FIC is scaled
with a power function to highlight diminishing gains in firmware protection, and
UAD uses a square root transformation to balance sensitivity and stability in
intrusion detection.

Overall, the weighting coefficients — ~y;, 5;, d;, €;, in all formulas are designed
to balance the contribution of individual parameters within each respective metric,
ensuring they align with the specific priorities of the system being analyzed.

Robustness (R). The overall robustness, R, represents an aggregate mea-
sure derived from the four parameters previously described utilizing a weighting
coefficient «;:

(5) R=a; -OC+ as-SRE + a3 - NF + a4 - SEC.

The formula provides a structured and integrative mathematical representa-
tion of system robustness by combining the four key performance factors already
presented. The coefficients for the overall robustness metric, «;, offer flexibility
to emphasize OC, SRE, NF, or SEC depending on the deployment scenario or
application requirements. Importantly, R is designed to account for natural cor-
relations between sub-parameters for a realistic assessment of system performance.
These correlations reflect how certain parameters inherently influence each other
in practical UD-IoT scenarios, guiding adjustments during computation.
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Simulation setup. In this study, the performance of UD-IoT networks is ex-
amined in three deployment scenarios — Critical, Essential, and Basic Deployment
— to assess the robustness framework under different operational requirements.
Each scenario applies specific parameter ranges reflecting its priorities and chal-
lenges. Simulations in GNU Octave generated 10 000 parameter sets per scenario,
with calculations repeated across 100 weighting coefficient combinations from a
Dirichlet distribution. The focus is on the overall robustness metric, using power
scaling (p = 0.7) and sigmoid scaling (k = 10, 6 variable). Normalized PDFs were
used to present the parameter distributions.

Analysis of simulation results. The normalized PDFs of the robustness
metric (R) for each deployment scenario are shown in Fig. 1, illustrating different
distributions across scenarios. For Critical Deployment (blue), the distribution is
compact and sharply peaked, reflecting robust, stable, and reliable designs typical
of critical environments with stringent requirements. The Essential Deployment
scenario (green) shows a broader distribution and higher variance, indicating a
more elastic trade-off between stability and flexibility. The Basic Deployment
scenario (red) is the most widespread, with robustness values spread out and
concentrated at lower levels, which is common for non-critical systems where cost
and functional diversity may outweigh strict robustness. Overall, the distributions
are symmetric, showing stability in the metric, and the progression from Basic to
Critical Deployment demonstrates a shift toward tighter and higher robustness
values as the environment becomes more mission-critical.

The robustness threshold in Fig. 1 for each deployment scenario is defined
as the minimum value above which the system is considered stable with a chosen
probability (e.g., 80%), based on the empirical distribution of robustness values.
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Fig. 1. PDF of robustness metric R with thresholds
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This probabilistic approach aligns the threshold with real deployment character-
istics, reflecting stricter stability requirements for more critical scenarios. Thresh-
olds are calculated by optimizing the cumulative probability to match the desired
stability level, ensuring context-aware and statistically grounded robustness lim-
its.

The time-series plots for R under five realistic operation scenarios — Normal
Conditions, High Event Intensity, High Traffic Load, Network Congestion, and
High Load with Low Sensor Reliability — are shown in Fig. 2. These results
demonstrate how key operational challenges such as event intensity, traffic load,
and sensor reliability impact overall system stability. The simulations were con-
ducted over 750 time steps and 10 000 time units, with 100 to 2500 devices, using
LOESS smoothing (factor 0.1) and base values of 0.85 for robustness components
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Fig. 2. PDF for robustness metric R across five different scenarios
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(OC, SRE, NF, SEC). Scenario-specific variables included event intensity, failure
factor, and load factor, capturing stress conditions like high traffic, congestion, or
sensor unreliability.

Under Normal Conditions, the system maintains high robustness with min-
imal fluctuations, indicating efficient operation. High event intensity introduces
greater variability and vulnerability to performance drops. With high traffic load,
robustness steadily declines due to congestion and limited resources, highlighting
the need for effective traffic management. Network congestion causes moderate,
but noticeable, decline, while high load combined with low sensor reliability leads
to erratic behaviour and large fluctuations — underscoring the importance of sen-
sor accuracy. These trends emphasize the need for adaptive, resilient network
architectures and real-time optimization in ultra-dense IoT environments.

Conclusion. Based on our research, two conclusions can be drawn. First,
the robustness metric for UD-IoT networks is highly sensitive to event intensity
and traffic load —robustness degrades under high event intensity due to increased
contention and limited resources, challenging the network’s ability to adapt dy-
namically and highlighting the need for intelligent traffic management and load
balancing. Second, OC alone is not sufficient for a full robustness assessment;
it must be integrated with resource efficiency to address high-density environ-
ments with limited computational power, energy, and bandwidth. While scalable
resource allocation helps networks adapt to changing demand, maintaining high
OC alongside optimized resource use in real time remains a challenge. Future
studies will use real data from operational IoT networks to further test and refine
the robustness methodology, enabling more accurate evaluation and validation of
the metric in ultra-dense, dynamic scenarios.
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