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Abstract

In the higher education sector, there is a growing need to ensure the se-
curity and protection of information resources. The implementation of the
ISO 27001 standard and the Information Security Management System (ISMS)
helps in assessing the risks of security threats and attacks. Organizations,
including universities, exhibit varying levels of commitment to information se-
curity, leading to variations in the development and implementation of ISMS.
This highlights the need for a model to assess the current situation in the
field of information security for each business institution. The model creation
considers advice from the IT management framework – COBIT. Components
are defined that indicate the level of quantitative characteristics and measur-
able criteria in managing ISMS. The research on the development level of the
proposed model was conducted at several universities, applying fuzzy logic to
specific elements. This model shows the results in a sequence from the lowest
to the highest rating or weighted factor value, representing an assessment of
the information security state at an academic institution. The model can also
be used to assess the effectiveness of other parameters in areas such as ecology,
health, workplace safety, and the economic business sector.

Key words: information security management, ISO 27001, risk assess-
ment, fuzzy logic, measurable criteria

Introduction. The development of information and communication tech-
nologies is constantly growing, and as a result, threats and attacks on information
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security are on the rise. In Bosnia and Herzegovina, in 2022, the Cyber Security
Excellence Centre in Bosnia and Herzegovina (CSEC BiH) and the Balkan In-
vestigative Reporting Network Bosnia and Herzegovina (BIRN BiH) created the
first annual report on cyber security threats [1]. Data from the report show that
in November 2022, there were 9.2 million different cyber-attacks. This situation
demonstrates that data and information are poorly protected and that strategies
and regulations for protection against cyber-attacks are lacking. Also, in Bosnia
and Herzegovina, there is no national CERT (Computer Emergency Response
Team), so one of the activities to mitigate cyber-attacks is the application of the
ISO 27001 standard in relation to the information security management system
(ISMS). By implementing the ISO 27001 standard, institutions gain numerous
economic and technical advantages, some of which include: ensuring customer
trust; reducing risks in business activities; improving the business environment;
enhancing the security and availability of information flows [2].

Many businesses and educational institutions need to manage information
security as a guarantee for long-term and stable operations. Most institutions
have adopted remote work and use virtual applications for their operations. The
ISO/IEC 27001:2022 standards provide solutions to the growing challenges of im-
plementing information security measures in each institution [3]. Sunny et al. [4]
dealt with a model for assessing the information security management system in
a public institution, considering ISO 27002 and 27004. A security management
system in a public institution, considering ISO 27002 and 27004. A good plan
and protection system enable the establishment of security at all critical points
of the system, in any segment of security, and such a problem is addressed by
establishing an information security management system [5]. Šikman et al. [6]
applied fuzzy logic to develop a methodology for assessing ISMS within higher
education, based on the recommendations of the ISO/IEC 27001 standard. This
presents a new approach to solving complex system problems, applicable to other
areas (economics, ecology, occupational safety, etc.), which is difficult to describe
using specific mathematical models. This paper explores and presents a model
for measurable aspects of ISMS in higher education, which is part of the method-
ology presented in [7]. Elements representing the level of measurable aspects of
management in higher education are defined. ISMS levels are tailored according
to the recommendations of the COBIT (Control Objectives for Information and
Related Technology) management framework.

Why is ISO/IEC 27001:2022 important? ISO/IEC 27001:2022 is an in-
ternationally recognized standard that defines the requirements for establishing,
implementing, maintaining, and continuously improving the Information Security
Management System (ISMS). This standard plays a crucial role in modern or-
ganizations that want to ensure the confidentiality, integrity, and availability of
their information, especially in times when cyber threats are ubiquitous and in-
creasingly sophisticated. The importance of ISO/IEC 27001:2022 lies in its ability
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to provide organizations with a framework to identify and manage risks related
to information security. By implementing this standard, organizations not only
secure their business processes but also build trust with clients, partners, and
regulatory bodies. The standard enables proactive action against cyber threats,
thereby minimizing potential losses and reputational damage [8].

One of the main advantages of implementing ISO/IEC 27001:2022 is increas-
ing the organization’s resilience to threats that could compromise information
security. In addition to providing technical and organizational protection, the
standard promotes the improvement of business processes and contributes to
transparency. Clients and partners often prefer to collaborate with organizations
certified according to this standard, which can contribute to gaining a competitive
advantage and opening new markets. Compliance with ISO/IEC 27001:2022 also
facilitates adherence to legal and regulatory requirements, further strengthening
the organization’s reputation.

Key components of ISMS include security policies, risk assessment, security
controls, and continuous system improvement. Security policies form the founda-
tion of any ISMS, as they define the objectives and rules that the organization
follows to secure its information. Risk assessment allows for the identification
and analysis of potential threats, while security controls provide specific measures
to mitigate risks. Continuous improvement ensures that ISMS remains relevant
and effective, adapting to changes in the business environment and technological
innovations.

The implementation process of the standard requires a detailed analysis of the
current state within the organization to identify existing weaknesses. Afterward,
the scope of ISMS is defined, and a risk assessment is carried out, which involves
developing strategies to manage the identified threats. Implementation includes
the application of technical and organizational measures, employee training, and
the establishment of a system for continuous monitoring and auditing. Certifica-
tion is the final phase, confirming compliance with the standard’s requirements.

ISO/IEC 27001:2022 is often associated with other standards, such as ISO
9001 (Quality Management System), ISO 22301 (Business Continuity Manage-
ment System), and ISO/IEC 27002:2022 (Code of Practice for Information Se-
curity Controls). For example, ISO/IEC 27002:2022 provides detailed guidelines
for implementing controls from ISO/IEC 27001:2022, while combining it with ISO
22301 enables organizations to ensure business continuity in emergency situations.
This compatibility allows organizations to integrate various management systems,
leading to more efficient and consistent operations. The application of ISO/IEC
27001:2022 brings organizations not only greater information security but also
better organization of internal processes and increased market trust. In the dig-
ital age, compliance with this standard has become a fundamental step for all
organizations seeking to be recognized as reliable and responsible.
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Management-functional framework of information security through
the lens of modern information space within higher education. The con-
cept of the management-functional framework of information security is based on
a combination of legal regulations, national and international standards, as well
as internal regulations, contractual obligations, and strategic planning for each
public institution, business entity, or legal person. Today the public and busi-
ness sectors are closely linked, leading to overlapping security mechanisms. The
complexity of the management-functional framework increases further when busi-
ness/public institutions have international cooperation. Considering the specifics
of higher education institutions, it is essential to specifically address the strategic
importance of information security in managing these institutions. Within an in-
stitution, it is necessary to identify strategic and operational units responsible for
implementing the information security plan, where their responsibilities overlap,
as do the risks that span the entire organizational structure of public and business
institutions.

For any institution to improve its business success, it needs to continuously
develop its information system. One of the methodologies for improving the in-
formation system is the COBIT (Control Objectives for Information and Related
Technology) methodology. The key features of this methodology include the de-
velopment, research, publication, and promotion of everything that enhances the
quality of the information system. The latest alignment for the COBIT method-
ology was in 2019. The COBIT management framework contains 6 development
levels. COBIT 2019 increases business value, reduces business risk, and helps meet
the requirements of standards and laws in the field of information security, which
is now crucial in institutions/business entities for IT and business alignment. It
also aims to provide senior management with insight into how technology can be
aligned with corporate goals [9].

Example of measurable aspects of ISMS in higher education insti-
tutions. The methodology for the development and functioning of ISMS, which
includes the recommendations of the COBIT management framework, contains
five levels of management [6]:
• Level 1 – Direct management of information security by the manager;
• Level 2 – Defined process management of information security;
• Level 3 – Measurable aspects of information security management;
• Level 4 – Optimal information security management;
• Level 5 – Strategic management of information security.
Each level is represented by a numerical value that shows the current value

and state of ISMS management in the observed information system. This paper
analyzes and investigates Level 3, which contains a numerical value – a weight
factor (0–42). The weight factor for all levels is within the interval 0–108. There-
fore, the development and state of ISMS in higher education institutions can be
depicted by applying development levels that represent a quantified depiction of
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development from the initial to the strategic management state of ISMS. Basic
elements representing the measurement mechanism for each level, which distin-
guishes the states of development and operation of the information system, have
been defined. In Fig. 1, the structural elements of the third level are presented
using a USE CASE diagram. The third level of the model is the level of measur-
able aspects of information security management, shown with a use case diagram,
extended with fourteen elements, and includes a weight factor of 0–42; there is an
adopted information security policy at the University (Fig. 1).

Fig. 1. USE CASE diagram of the third level of ISMS manage-
ment

The diagram includes various components that represent the functions and
processes in the system, with an emphasis on ensuring the adoption and execution
of a security policy at the university. Each component or use case has a specific
weight factor, illustrating how different aspects of information security are quan-
tified and assessed. This model helps to evaluate the development of ISMS in a
structured and measurable way.

This level contains the most elements, and they are a prerequisite for achiev-
ing higher levels of system functionality, which corresponds to the practical aspect
of ISMS functioning in higher education institutions. The processes at this level
are documented, standardized, and represent the formalization of existing prac-
tices. Interaction with the system at the third level is carried out by individuals
from the management structure, field experts, and legal experts.
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Research results. The research results were based on the FES model pre-
sented in [6], in which responses from an anonymous survey conducted among
universities abroad and universities in Bosnia and Herzegovina were analyzed.
The research determined the current state of ISMS at the surveyed universities.
A program in Visual Basic for calculating the weight value and entering survey
results for the third level is shown in Fig. 2.

Fig. 2. Program for calculating the weight value of the third level

Figure 2 shows a program in Visual Basic designed to calculate the weight
value of the third level of ISMS management. The program processes survey
results from universities and determines the corresponding weight value based on
the responses.

The results are then used to assess the development and implementation of
ISMS in the surveyed institutions. Universities abroad and in Bosnia and Herze-
govina with the highest number of “Yes” responses were considered. A program
was created in Visual Basic to present the results of each level, displaying the
quantified values of the weight factor for each level. In this paper, we are inter-
ested in the results for level 3. After entering the obtained results into the model
for the third level, the following values are obtained, as shown in Fig. 3a.

Figure 3a presents the survey results for a university in Bosnia and Herze-
govina at the third level, with a weight factor of 3. The data shown reflects the
responses received from the survey, which were then analyzed to assess the level
of ISMS development and implementation at the institution.

Figure 3b presents the survey results for a university outside of Bosnia and
Herzegovina at the third level, with a weight factor of 39. The data shown reflect
the responses received from the survey, which were then analyzed to assess the
level of ISMS development and implementation at the institution.

The fuzzy rules describe the behaviour of the system and the interdependence
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Fig. 3. Survey results from the University in Bosnia and Herzegovina (a) and a
University outside of Bosnia and Herzegovina (b)

of fuzzy sets of different descriptive variables. These rules have a limited set of
language expressions and strict syntax, typically in the form: IF x = Ai, . . . and
yi = Bi, THEN z = Ci, where i = 1, 2, . . . ,n. The Mamdani fuzzy inference
process, which includes fuzzification of input variables, estimation of rules, ag-
gregation of output data, and defuzzification, is used. A Visual Basic program
was used to find the optimal number of rules, and in this study, 1084 rules were
reduced to 284 to achieve a good result. The Fuzzy expert system uses these rules
to connect the input (Levels 1–5) to the output parameter (Evaluation 1). The
Rule Viewer displays a roadmap of the fuzzy inference process.

The Visual Basic program in the paper is used to determine the numerical
weights for individual levels of information security management and to gener-
ate fuzzy rules. A special program is created in Visual Basic to determine the
numerical weights for the individual levels. Subroutines can be called from this
program to calculate levels and prepare them for input into MATLAB commands
for the Fuzzy Inference System (FIS). The program contains pre-defined subrou-
tines for each level of the information security management system. For example,
Level 1 has three checkboxes, each with a different weight. When a checkbox is
selected, its corresponding weight is included in the numerical value of the level.
The more checkboxes selected, the higher the numerical value, indicating that
more conditions are satisfied.
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A Visual Basic program is used to find the optimal number of rules for the
fuzzy system. The program generates rules based on 5 inputs (Levels 1–5) and one
output (grading with an output score of 5 to 10). The program uses nested loops
to iterate through different combinations of input values and assign an output
score based on those combinations. The code writes these rules to a text file. The
program determines the minimum number of rules that can be used in the system
while still providing approximately the correct result.

The Visual Basic program is used to determine the fuzzy rules. It uses one
sheet box and one text file for data output to create rules based on 5 inputs and
one output, grading with an output score of 5 to 10. The code is as follows:

Private Sub Form_Load()
Dim n(5) As Integer
Dim counter1(5, 5) As Integer
Open "D:\Output1.txt" For Output As #1
counter = 0
b5 = 0
b6 = 0
b7 = 0
b8 = 0
b9 = 0
b10 = 0

n(1) = 7
n(2) = 10
n(3) = 42
n(4) = 25
n(5) = 24
For i = 0 To 5
For j = 0 To 5
For k = 0 To 5
For l = 0 To 5
For m = 0 To 5
If i = j Or i = k Or i = l Or i = m Or j = k Or j = l Or j = m Or k = l
Or k = m Then
Else
counter = counter + 1
counter1(i, j) = n(i) + n(j) + n(k) + n(l) + n(m)
If counter1(i, j) < 56 Then
List1.AddItem "Five " + Str(n(i)) + " " + Str(n(j)) + " " + Str(n(k)) +
" " + Str(n(l)) + " " + Str(n(m)) + " " + Str(counter1(i, j))
Write #1, "Five " + Str(n(i)) + " " + Str(n(j)) + " " + Str(n(k)) + " " +
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Str(n(l)) + " " + Str(n(m)) + " " + Str(counter1(i, j))
b5 = b5 + 1
ElseIf counter1(i, j) > 56 And counter1(i, j) < 66 Then
List1.AddItem "Six " + Str(n(i)) + " " + Str(n(j)) + " " + Str(n(k)) +
" " + Str(n(l)) + " " + Str(n(m)) + " " + Str(counter1(i, j))
Write #1, "Six " + Str(n(i)) + " " + Str(n(j)) + " " + Str(n(k)) + " " +
Str(n(l)) + " " + Str(n(m)) + " " + Str(counter1(i, j))
b6 = b6 + 1
ElseIf counter1(i, j) > 67 And counter1(i, j) < 77 Then
List1.AddItem "Seven " + Str(n(i)) + " " + Str(n(j)) + " " + Str(n(k))
+ " " + Str(n(l)) + " " + Str(n(m)) + " " + Str(counter1(i, j))
Write #1, "Seven " + Str(n(i)) + " " + Str(n(j)) + " " + Str(n(k)) + " "
+ Str(n(l)) + " " + Str(n(m)) + " " + Str(counter1(i, j))
b7 = b7 + 1
ElseIf counter1(i, j) > 78 And counter1(i, j) < 88 Then
List1.AddItem "Eight " + Str(n(i)) + " " + Str(n(j)) + " " + Str(n(k))
+ " " + Str(n(l)) + " " + Str(n(m)) + " " + Str(counter1(i, j))
Write #1, "Eight " + Str(n(i)) + " " + Str(n(j)) + " " + Str(n(k)) + " "
+ Str(n(l)) + " " + Str(n(m)) + " " + Str(counter1(i, j))
b8 = b8 + 1
ElseIf counter1(i, j) > 89 And counter1(i, j) < 99 Then
List1.AddItem "Nine " + Str(n(i)) + " " + Str(n(j)) + " " + Str(n(k))
+ " " + Str(n(l)) + " " + Str(n(m)) + " " + Str(counter1(i, j))
Write #1, "Nine " + Str(n(i)) + " " + Str(n(j)) + " " + Str(n(k)) + " "
+ Str(n(l)) + " " + Str(n(m)) + " " + Str(counter1(i, j))
b9 = b9 + 1
ElseIf counter1(i, j) > 100 And counter1(i, j) < 110 Then
List1.AddItem "Ten " + Str(n(i)) + " " + Str(n(j)) + " " + Str(n(k)) +
" " + Str(n(l)) + " " + Str(n(m)) + " " + Str(counter1(i, j))
Write #1, "Ten " + Str(n(i)) + " " + Str(n(j)) + " " + Str(n(k)) + " " +
Str(n(l)) + " " + Str(n(m)) + " " + Str(counter1(i, j))
b10 = b10 + 1
End If
End If

Next m
Next l
Next k
Next j
Next i
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List1.AddItem Str(b5) + " " + Str(b6) + " " + Str(b7) + " " + Str(b8)
+ " " + Str(b9) + " " + Str(b10)
List1.AddItem counter
End Sub

In this way, 1084 rules were found, and after further analysis, the rules were
reduced to 284 that give a good result.

Figure 4 shows the created Fuzzy expert system for this problem and its
input and output variables. In this phase, fuzzy rules are selected, the number
and form of which depend on the quality of the information available. By applying
these rules, the explicit values (crisp) of all input variables are associated with as
many values of the membership functions of each output variable as the rules
are selected. The fuzzy expert system takes Level 1–5 on input and produces
Evaluation 1 for the output parameter.

Fig. 4. Fuzzy expert system with Level 1–5 on input and Evaluation 1
for Output parameter

Conclusion. The analysis and evaluation of the measurable aspects of ISMS
(Level 3) are expressed based on the weight factor for the third level, ranging from
0 to 42, and represent the number of "Yes" responses. After comparing the results
shown in Fig. 3a with weight factor for Level 3 is 3 (university in Bosnia and
Herzegovina) and 39 in Fig. 3b, (university outside Bosnia and Herzegovina), the
lower weight factor is caused by the smaller number of “Yes” responses, indicating
that there are no defined elements within Level 3.
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Based on the results presented for Level 3, the following conclusions can be
made:

1. The application of the methodology for calculating measurable aspects of
ISMS allows for the creation of a quality management framework for infor-
mation system protection.

2. By using input data prescribed by the requirements of ISO/IEC 27001 and
the COBIT management framework, it is possible to implement corrective
measures and offer solutions for improving ISMS.

Information systems form an integrated set of components tasked with col-
lecting, storing, processing, and communicating information [10]. Higher edu-
cation institutions rely on information systems to use their operations, services,
and improve the user and business environment. Information systems are becom-
ing larger and more complex, mainly due to the increase in data volume, growing
user needs, and the development of new technologies. A quality education strategy
requires appropriate investment in tools, accessibility, content, and skills devel-
opment, as well as training for teaching and administrative staff. We must not
forget the infrastructure, including the availability of high-speed internet (new
5G internet) [11]. To enable the execution of business operations, it is essential
to protect information resources (information, processes and services, software,
physical equipment, and people). By applying the methodology presented in this
paper, it is possible to achieve an adequate level of management for measurable
aspects of ISMS within higher education.
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