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Abstract

With the rapid rise of the Internet of Things (IoT), drones are being used
in various applications such as surveillance and delivery services. Despite this,
there are serious security threats as well. This study proposes an innovative se-
cure intrusion detection platform for the Internet of Drones (IoD) framework in
order to address this problem. We use Radial Basis Function Neural Networks
(RBFNN) and Non-Linear Partial Differential Equations (NL-PDEs) technique
to enhance the intrusion detection capabilities. In addition the incorporation
of block-chain technology fortifies the security and transparency of the system,
ensuring the integrity of captured intrusion data. The proposed technique has
been rigorously tested and evaluated to determine its accuracy in identifying
malicious attacks and unauthorized access scenarios. Through this methodol-
ogy, the Internet of Drones (IoD) security framework is strengthened, thereby
mitigating potential risks derived from their widespread use. The main objec-
tive of this study is to make it easier for drone technology to be adopted and
used safely and securely in a variety of contexts and industries.

Key words: Internet of Drones, RBFNN, partial differential equations,
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Introduction. Drones have revolutionized diverse sectors, like agriculture,
logistics, surveillance, and emergency response, due to the rapid development of
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unmanned aerial vehicles (UAVs). A system of drones operating in a network is
known as an Internet of Drones (IoD) system, which coordinates their efforts to
produce a wide range of results. Partial differential equations (NL-PDEs) are a
type of mathematical model that is often used to designate and understand intri-
cate processes across a wide range of scientific disciplines. Due to their ability to
account for many variables, PDEs are ideal for describing multidimensional phe-
nomena. Non-linear PDEs are special equations that pertain to situations with
nonlinear relationships between dependent and independent variables. As a sys-
tem becomes non-linear, it becomes more complicated, and solving these complex
problems requires advanced mathematical and computational methods. In addi-
tion, recent advances in numerical techniques and processing power have made
it easier to solve complex NL-PDEs. Modelling and analyzing complex systems
has become promising as a result of these developments. As drone use increases,
security threats and unwanted access are becoming increasingly prevalent [1]. To-
day’s drone systems are becoming more complex and interconnected, making them
more vulnerable to cyber-attacks. Researchers have highlighted the importance
of detecting drone intrusions specifically on drone networks [2]. The dynamic risk
assessment is a key component of drone security, enabling the detection and re-
duction of new risks. A RBFNN-based intrusion detection system was integrated
with risk assessment algorithms for drone network security risk analysis and sys-
tem modification for defense [3]. In large drone networks, a centralized intrusion
detection system may pose scalability and failure problems. Recent trials have
used block-chain intrusion detection to disperse detection among multiple drones
to make the network more secure [4]. It has been found that adversarial drone
attacks have the ability to bypass intrusion detection and models for detecting
such attacks, and if they succeed, mitigating maneuvers can be launched using
Generative Adversarial Networks (GANs) and reinforcement learning [5]. Drone
security is becoming increasingly popular with Al-based IE models [6]. Current
research focuses on constructing Radial Basis Function Neural Network (RBFNN)
models to justify the intrusion detection results. This improves trust and human
supervision in critical drone operations. Researchers are testing intrusion detec-
tion systems in various drone network environments. Field tests and performance
assessments help determine the practicality of RBFNN intrusion detection meth-
ods [7].

The authors in [8] introduced a timed probabilistic automata-based intrusion
detection system (IDS) to model drone swarm behaviour and detect intrusion
variations. The IDS efficiently recognizes various drone swarm attacks, adapts
to emerging patterns, and detects zero-day attacks, making it essential for drone
swarm protection.

The Gaussian process-based stochastic differential equations provide a math-
ematical basis. This study investigated unusual data stream pattern identification
methods for intrusion detection. A drone swarm-specific intrusion detection algo-
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rithm was introduced in [9]. The program uses Timed Probabilistic Automata to
secure drone networks to detect intrusions or malicious behaviour during swarm
based drone operations. The main focus of study [10] was the development of
adaptive intrusion detection systems for malevolent unmanned air vehicles. CHIBI
et al. [11] applied deep reinforcement learning to aerial computer network intru-
sion detection. This study analyzes how advanced machine learning methods can
improve drone communication network security. The cyber-attacks on Unmanned
Aerial Vehicles (UAVs) and drones were studied in [12].

A novel RSSI and trilateration-based approach to achieve this goal was sug-
gested in [13], with the aim of detecting and countering cyber threats in drone
communication networks. This approach employs multiple agents to build a drone
network intrusion detection system and explores ways to enhance UAV network
security through collaborative intrusion detection. This discovery could benefit in-
trusion detection in dynamic data streams from mathematical and computational
viewpoints beyond UAVs. Radial Basis Function Neural Networks (RBFNNs)
are suitable detectors of drone network anomalies. The hidden layer of radial
basis functions models complex data patterns. Drone activity anomalies can be
detected using RBFNN [14].

Materials and methods. A Radial Basis Function Neural Network
(RBENN) is a type of neural network that uses a radial basis function as an
activation function in hidden neurons. This technology will be used in the form
of an RBFNN to Internet of Drones within the intrusion detection domain. The
proposed system aims to enhance the security of drone networks by combining
RBFNN with Non-Linear Partial Differential equations (PDEs) for intrusion de-
tection. Figure 1 shows the phases in Intrusion Detection in drones and utilization
of drones in real-world locations including moving vehicles, buildings, and human
making utilization of mobile applications.
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Fig. 1. Phases in intrusion detection in drones and overview of drone application in real-world
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Mathematical modelling. The analysis of the drone network’s behaviour
and potential application in intrusion detection can be facilitated by numerical so-
lutions of the PDEs. The frequently implemented or generic NL-PDE is presented
as follows

F (u(x,t), Vu(z,t), Viu(z,t),. .., 8u(axt, ) . > =0.
In the above equation, u(z,t) is the unknown function representing the system’s
behaviour at position z and time ¢; Vu(x,t) and V2u(z,t) is the representation of
gradient and Laplacian of u in the context of x; finally, F' signifies the non-linear
function that governs the system’s behaviour. The dynamic behaviour of drones
in a drone network is given as

0
ai; +V - F(u, V) = 0.
The security of drones can be improved by accurately modelling their dy-
namics with the aid of NL-PDEs. A system comprising multiple NL-PDEs was
deployed to define the changes in the dynamics of drones in a spatial region. These

are calculated by

% = D1 VZu(z,y,t) + Fi(u, Vu,t).

In this equation, X (x,y,t) represents the input to the RBFNN, which includes
certain drone states such as u(z, y,t) and v(z, y, t) in the drone network at different
spatial positions (z,y) and time ¢

X(z,y,t) = [u(z,y,t),v(x,y,t),...].

Radial basis function in the hidden layer and output of network is defined as

_ A2
oz — cill) = exp (—””) i(a szqﬁ (e — cil).

2
20;

The output of the gradient descent in RBFNN after jth iteration is defined
as

OUThy(j ngtcu Y(INy,IDcen,) + b(j).

In the above equation, b(j) is a basis and 1) is calculated by

|lprengy — IDcen“H2>

Y(INy,IDcen,) = exp (— 5
p
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From the gradient descent method the way to obtain the weight update for
RBFNN is presented as

wgte,(j +1) = wgtc,(j) — Vg, wyte, coste(f).
We get the weight vectors by the following equation
wgte,(j + 1) = wgte,(j) + 0FY(INy, I Dcen)a(y).
Here, a(j) is the instantaneous error, and the diagonal matrix dmat F' is

dmat F = {(91“‘1) (g2 1) (g +1) R,

2 72 T2

The optimal solution for intrusion detection in drones des(j) follows as

T
des(j) = Y wgtc(j)vu(INy, IDeen;) +<(j),
p=1
Blockchain = {B1, Bs, B3, ..., B,}.

where B; is the set of incursion data in the block and n is the total number of
blocks in the block chain. The implementation of this technology would establish
a dependable system for precisely recording and analyzing the occurrences of
unwanted access within the drone network.

Results and discussion. The data for detecting intrusion in the IoD are
used for training and testing. The number of instances considered for detecting
the intrusion in the IoD network domain was five thousand in count. Among these
80% of the data were utilized for the training phase and 20% for the testing phase.
The test results are presented in Table 1.

From Table 1 it can be observed that the proposed NL-PDE integrated with
a RBFNN achieves a detection accuracy of 93%. Also, it can be seen that the
proposed model is compared with other existing algorithms such as SVM, Ran-
dom Forest, LSTM, and CNN. Table 1 shows a comparison analysis in terms of
accuracy, efficiency, adaptability, robustness, and generalization from the matrix.

Table 1

Performance analysis of the proposed model

Metric SVM Random forest LSTM CNN NL-PDE+RBFNN
Detection accuracy (%) 92 94 93 93 95
Computational efficiency (ms) 20 26 44 32 15
Adaptability (%) 71 86 69 72 94
Robustness (%) 53 90 56 89 93
Generalization (%) 60 87 88 89 96
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Table 2

Analysis based on the evaluation metrics

Evaluation metric SVM Random Forest LSTM CNN NLPDE+RBFNN
True positives 120 130 140 135 140
True negatives 800 810 790 805 815
False positives 50 40 60 55 45
False negatives 30 20 10 15 10
Accuracy 0.92 0.94 0.93 0.93 0.95
Precision 0.70 0.76 0.81 0.75 0.87
Recall (sensitivity) 0.80 0.87 0.93 0.90 0.93
F1-Score 0.75 0.81 0.87 0.82 0.90
Specificity 0.94 0.95 0.92 0.94 0.95
False positive rate (FPR) 0.06 0.05 0.08 0.06 0.05
False negative rate (FNR)  0.20 0.13 0.07 0.10 0.07

It can be observed that the hybrid model RBFNN with NL-PDE obtained the
highest values of 95%, 94%, 93%, and 96% in terms of accuracy, adaptability, ro-
bustness, and generalization, respectively, with minimum computational efficiency
of 15 ms.

Table 2 presents the numerical evaluation metric analysis of the proposed
system with the existing models. The graphical analysis is performed on the True
positive, True negative, False positive, and False negative parameters as in Fig. 2.

Conclusion. This study shows a novel and extensive method to secure drone
networks in the Internet of Drones (IoD) framework. Radial Basis Function Neu-

True Postive True Negative False Positive False Negative
® svMm @ Random Forest LSTM @ CNN NL-PDE+RBFNN

Fig. 2. Performance analysis based on the evaluation metrics
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ral Networks with Non-Linear Partial Differential equations (NL-PDEs) have im-
proved airspace security and intrusion detection in complex drone environments.
With this dynamic representation, intrusion detection systems are more respon-
sive to real-time changes and evolving invasion patterns. RBFNNs detect devi-
ations from usual actions to identify probable intrusion attempts and security
threats. Advanced intrusion detection systems based on RBFNN and NL-PDEs
offer advantages over existing systems. We found that our proposed approach out-
performed SVMs, Random Forests, LSTMs, and CNNs in terms of performance.
RBFNNs with non-linear partial differential equations (NL-PDEs) improve intru-
sion detection and airborne threat security. Due to the growing use of drones
in a variety of industries, the obtained results enhance drone safety and security.
Aircraft activities will be protected against escalating security threats using this
technology.
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