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Abstract

Security concerns are growing, especially in applications where sensitive
information is sent (such as health care devices, credit cards, and even Internet
of Things (IoT) nodes), even while these developments bring in a modern revo-
lution. This is due to the constant scaling of technologies, which has now been
incredibly useful for delivering the new trend of development in the numerous
domains such as communications, semiconductors, health care, and automa-
tion. Even when cutting-edge standard encryption algorithms are used in smart
devices, the principal threats, such as Side-Channel Attacks (SCA) and Cor-
relation Power Analysis (CPA), increase the susceptibility of encrypted cipher
text to attacks. In order to defend against side channel assaults, the usefulness
of deep learning algorithms combined with chaotic principles is examined in this
paper. Scroll Mapping (SM) and Attention-Evoked Long Short-Term Memory
(AE-LSTM) are used in the proposed study to effectively safeguard sensitive
data while consuming little power. The most promising advancements in terms
of all security metrics and hardware capabilities for obtaining high-speed per-
formances are shown by experimental findings on an FPGA implementation of
a suggested framework.
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Introduction. In the era of pervasive computing, penetration of Internet in
the people’s life zone has become unavoidable. This leads to a number of benefits,
including ubiquitous communication and simple activity tracking. On the other
hand, this scenario reveals the darker side in which the securing and protecting the
user data against the growing attacks seems to be more complex. To brighten this
darker side, several encryption schemes were embedded in the hardware processors
to safeguard the sensitive data against the multiple attacks. But still, tricky at-
tacks such as Side Channel Attacks (SCA) and Correlation Power Analysis (CPA)
pose serious threats in which the data are hacked through the physical emissions
from the physical devices. Apart from that, under SCA, an adversary would not
exploit the physical emissions, or side channels, directly from the device, includ-
ing power consumption [!], execution time [?], and electromagnetic emission [?],
to retrieve meaningful data while taking advantage of a cryptographic algorithm’s
mathematical flaws. These physical emissions’ potential connection to the data
processed by the gadget serves as the foundation for the SCA theory.

Recently, machine and deep learning algorithms are integrated with the en-
cryption techniques to form the hybrid schemes that overcome the SCA attacks.
But integrating the complete integration again leads to the computational over-
head that results in the high power consumption that makes SCA a super threat
to the sensitive data. SCA has unquestionably grown in importance over the
past 20 years, posing a severe threat to security and a serious problem for cryp-
tographic hardware designers, making it a key area of focus for the creation of
secure devices.

Motivated by this aforementioned problem, this research article proposes the
hardware centric intelligent encryption schemes which integrate the high perfor-
mance and complexity aware deep learning model triggered Chaotic Scroll Encryp-
tion technique (CSE). Note that, to the best of our knowledge, hardware centric
intelligent cryptographic processors with low computational overhead have not
been designed to safeguard the user data against the SCA complications. The
following are the paper’s primary contributions:

1. Proposes the low complexity and hardware deployable deep learning model
based scroll encryption technique to safeguard the SCA attacks. The prin-
ciples of AE-LSTM are employed to defend the SCA which also aids for the

strong countermeasures against the SCA measures.

2. Employs the Strong Hybrid Scroll Chaotic algorithm to produce the high
randomness keys to mitigate the SCA scenario. Also to ensure the data
protection against SCA, traditional mathematical operations are replaced
with the DNA operations to form the protective cover for the sensitive data
against the SCA.

3. Hardware implementation was done on a Xilinx XC7Z020 PYNQ-Z2 FPGA
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platform, and performance was assessed in terms of computational complex-
ity and security analysis.

The paper outline is presented as follows. Section 2 covers the brighter in-
sights of the proposed intelligent cryptographic frameworks. The experimental
implementation, performance analysis and results discussion are presented in Sec-
tion 3. Finally the paper is concluded with the future enhancements in Section 4.

Proposed methodology. The suggested encrypted architecture used in
the FPGA for forging side channel assaults is explained in full in this section’s
operational mechanism. Figure 1 shows the general architectural layout. The
suggested design takes into consideration the vulnerabilities foreseen by SCA in
other studies while also drawing inspiration from some of our earlier work [*].
The suggested system is made up of a sophisticated deep learning model, as seen
in Fig. 1 that operates on the idea of self-attention maps combined with lengthy
short-term memory. The chaotic maps’ beginning conditions are the output fea-
tures from the deep learning model. Then the chaotic maps are constructed using
Multi-Scroll principles which are then used to encrypt the plain text data. The
working mechanism of each and every layer deployed for building the encryption
scheme is explained in the preceding section.

Attention evoked long short-term memory (AELSTM). This section
presents the working principle of Long Short-term memory (LSTM), Self-attention
maps and attention evoked LSTM networks.
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Fig. 1. Overall systematic framework for the proposed encryption architecture
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LSTM Layers. Initially the LSTM layer is introduced as a form of Recurrent
Neural Network (RNN) [°]. In [%] and the references therein, more contemporary
formalisms and investigations of LSTM RNN are discussed. Speech processing
and language translation 7| are a few successful examples of uses. Input, forget,
and output gate (ji, Tr,To) are the three gates that make up the common LSTM
layer. A duplicate of the RNN’s “input block” exists in each gate. The main
equations for this common LSTM layer are provided in [®] and the references
therein. The memory is updated by the output and forget gates of an LSTM by
combining the output of the prior unit with the current input state. Calculate
the states of the three gates and the input gates for the cell first. The proposed
encryption architecture’s overarching systematic structure is shown in Fig. 1.

The following equation presents the input gate

(1) = 9(G§ -O¢ + GZ cer—1 + 8i).
The following equation represents the forget gate

(2) Ty = 0(G] - Oy + G - er1 + 59).
The following equation calculates the output gate

(3) T, =0(G) Oy + G - e;-1 + 50).
The following equation calculates the cell input

(4) To = tanh(GY - Oy + GS - e 1 + s¢).

Here GY, Glf , f, GZC are the weight matrices connecting the input gates to the

output layers whereas G?, G{, b Gg are the weight matrices connecting the
gate inputs to the hidden layers. Also s;, s¢, s,, s¢ are the bias vectors and tanh
is considered to be hyperbolic function.

To help the LSTM layers to extract only effective features that can aid for
the encryption, attention maps are integrated at the LSTM cell. The detailed
description of self-attention maps and its characteristics are described in [?]. The
most useful elements that may be used to create the very unpredictable beginning
circumstances that aid in improved protection are determined by this module.
To identify the most efficient features, it constructs a probabilistic distribution of
channels and multiplies them by input. Correspondingly, each feature extracted
by LSTM is assigned with an appropriate weight and features are integrated to
form the final features. As described in [!°], overall self-attention based LSTM
features are given as follows:

T
(5) F(t) = Softmax(w’ tanh(8W + By).
t=1
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For an effective extraction of features from sensitive data, three layers of
LSTM units are integrated with self-attention layers which are driven by activation
ReLu function.

AE-LSTM based scroll chaotic encryption. The extracted features are
then selected randomly and fed to the dynamic scroll attractors. Multi-scroll
attractors are dynamic systems that can exhibit more complex characteristics
than the other traditional scroll attractors. The main advantage the scroll maps
that triggered to formulate this research is mentioned in ['1'12]. The characteristics
equation for automatic chaotic system is given by

(6) i‘l = —axr1 + bxgxg,
(7) .fz = —cw% + d.il?litg,
(8) i’g — exr3 — fl’ll‘Q.

The above equations (1)—(3) can be modified by adding the hyperbolic equa-
tion p; tanh(zo + g) which is given in

(9) .fl = —axry1 + be.%'g,
(10) By = —cal + dayxs,
(11) i?3 = exrs — fl‘ll'g +p1 tanh(xg + g).

Chaotic attractor is obtained when a = 2, b = 6, ¢ = 6, d = 3, e = 3,
f=1,p1 =1, g =2, and the chosen initial conditions are [z1(0),z2(0),z3(0)] =
[0.1,0.1,0.6]. Figure 2 illustrates the proposed architecture’s (a) bifurcation dia-
gram and (b) phase portrait components.

Proposed encryption process. As discussed in Section 2, AE-LSTM fea-
tures are then randomly selected and used as the initial conditions for formulating
the high randomness encrypted data. Algorithm-1 (see next page) presents the
whole operational framework for the suggested encryption procedure.

(a) (b)

Fig. 2. a) Bifurcation diagram for the proposed architecture; b) Phase portrait components
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Algorithm-1. Working principle of the proposed encryption process
Step 1: As the first step, initial conditions for the scroll maps have been generated. In
this case, proposed research employs the deep learning algorithm as mentioned
in Section 2. The LSTM and attention maps are used to generate the features
which are randomly selected for the initial conditions to design the scroll maps.

Step 2: Deep learning Scroll Maps (DLSM) are created based on the initial conditions
formed in previous step.

Step 3: To form the high randomness keys, DLSM and medical data are then com-
puted by DNA operation D to form the high randomness key (Ry)

Ry, = D(I,DLSM(X,Y, Z))
I = ToT Sensor values and X, Y, Z are the Scroll based Chaotic matrix Values.

Step 4: The keys Ry which are formulated in Step 4 are then diffused (D) with DLSM
maps to form their strong encryption keys. Since ID’s and chaotic matrix are
different in size, these values are scaled in accordance with the IoT devices’
address length L

\ Encrypted Data = D(Ry, DLSM(X,Y, Z)) scaled to L. /

FPGA implementation of the proposed encryption process. The
proposed learning-based chaotic process was implemented using the Xilinx PYNQ
7Z-2 FPGA board. Hardware and software co-design methodologies have been
used for the implementation of both learning networks and chaotic encryption
processes. The suggested encryption model was created in Verilog using a 32-
bit floating-point data format and implemented on a PFPGA utilizing Xilinx
VIVADO 2022.2.13 design suites.

In this deployment, hardware-software partition methodology is followed in
which the deep learning models are implemented in soft processors and chaotic
encryption technique is deployed in programmable FPGAs. The initial condi-
tions are pre-computed using AE-LSTM which runs on the software processors
and is transmitted to the PFPGA using the DMA (Direct Memory Access) Ports
which interconnect with the chaotic countermeasure architecture. In PFPGA, the
proposed scroll maps are synthesized using Pipelined Configurable Distributed
Arithmetic Architectures (PCDAA) in which the configurable LUTs are used in-
stead of traditional LUTs for storing the pre-computed initial conditions. Thus
better area utilization is achieved with less delay and low power consumption.
The inner permutation and diffusion operations are calculated by an N-cycle of
shift accumulation followed by the memory-read operation.

Results and discussion. This section evaluates the efficiency, speed (through-
put and maximum frequency), and performance of the recommended encryption
scheme. Also, the effectiveness of the suggested method is evaluated in comparison
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Table 1

Speed performances for the different encryption model implemented

on the FPGA

E . . . Proposed
Performance ncryption  Encryption Encryption encryption

model [13] model [14] model [15] Y

model

WNS —19.45 —18.32 —19.55 —19.89
Max. frequency (Hz) 300 320 204 375
Throughput (Mbps) 1180.45 1167.56 1189.44 1290.00
Efficiency (Mbps/Slices) 70% 73% 76% 95%

with the other encryption approach in terms of hardware resources, throughput,
and statistical robustness (NIST test). Our total understanding of the hardware
metrics performance of the implementation is provided by the efficiency parameter.
The numerical representations of the experiment’s metrics are given in following
equations

(12) Max Frequency(Max.Fre) = 1/(T — W),

where T" — Target based Clock Cycles, W — Worst Negative Slack of the clock
period

(13) Throughput = N % Max.Fre (Mbps),
where N — Clock period
(14) Efficiency = Throughput/Slices (Mbps/Slices).

In Table 1, the hardware metrics of several chaotic and non-chaotic systems
that are currently in use are compared. The suggested model has produced hard-
ware performance that is more competitive than that of current chaotic and non-
chaotic systems when taking into account the FPGA’s clock rate, throughput, and
efficiency.

The complete Structure was implemented in the FPGA with the proposed ar-
chitectures. Since the Scroll maps and Deep learning algorithms are implemented
in the FPGA, performance of the proposed model is identified to even single bit
changes when implementing the FPGA architecture. Even one bit change in the
inputs will change the location of bits in LUT in which it may become highly
impossible for the intruder to track the data. When ported to the FPGA, it may
be useful for mitigating the side channel attacks.

> NIST standard tests:

A secure pseudo-chaotic number generator must also be able to create se-
quences that pass the 188-test statistical NIST test, which assesses the random-
ness of lengthy binary sequences. This is a crucial critical characteristic of a safe
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pseudo-chaotic number generator. The beginning circumstances and the chaotic
system’s characteristics were used to create 100 pseudo-chaotic sequences with a
256-bit length for the NIST test. Each test result was represented by a set of 100
p-values that were computed.

A p-value more than or equal to 0.01 (the test’s threshold of significance)
infers that the sequence must be random, while a p-value less than or equal to
0.01 shows that the sequence is not random. The number of p-values divided by
100 determines the percentage of 100 sequences that pass a test. The findings,
which are shown in Table 2, infer that the sequences produced cleared all 15
statistical tests and demonstrated their high unpredictability property, which is
necessary to fend off side channel attacks.

Table 2

NIST standard test results for the proposed model

Sl. No  NIST test specification Status of test  p-value Proportion %
1 DFT Test PASS 0.7884 100
2 Run Test PASS 0.65363 99.45
3 Long Run Test PASS 0.76733 99.92
4 Frequency Test PASS 0.542920 99.90
5 Block Frequency Test PASS 0.66234 100
6 Frequency Mono Test PASS 0.64556 100
7 Overlapping Template of All One’s Test PASS 0.67893 99.45
8 Linear Complexity Test PASS 0.75640 99.67
9 Matrix Rank Test PASS 0.80393 100
10 Lempel-ZIV Compression Test PASS 0.780202 100
11 Random Excursion Test PASS 0.89034 100
12 Universal Statistical Test PASS 0.88320 99.75
13 Cumulative Sum Test PASS 0.39202 99.80
14 Linear Complexity Test PASS 0.7563 99.80

The Logistic Maps and LSTM networks are used for which the encrypted
data are subjected to the partial verification of NIST standard tests and consume
more resources which may fit partially in the FPGA to counterfeit the side channel
attack. In our research, the modified Logistic maps with the powerful and more
dynamic scroll maps which can even more exhibit the randomness and strong
counterfeit activities against the side channel attacks. Moreover, FPGA resource
consumption is also low when compared with the existing work. The novelty of the
work is proved in replacing the existing counterfeits and deep learning algorithm
with our newly combined algorithm that has been proved in the results by using
NIST and FPGA resources [].

Conclusion and future enhancement. In this paper, hardware centric in-
telligent and high randomness chaotic encryption implemented on Xilinx PYNQ
platforms are proposed. The proposed scheme includes powerful features of deep
learning model that triggers high randomness chaotic systems to produce the high
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defensive encrypted data that can counterfeit the side channel attacks. Crypto-
graphic strength and hardware metrics for the proposed model were examined
and contrasted with those of the other encryption methods currently in use to
demonstrate its superiority. The suggested encryption model is the best option
for encrypting sensitive data, as shown by all of the results that were collected.

The

suggested model’s future work will concentrate on innovation in terms of

building the light-weight intelligent chaos-based encryption to protect the Inter-
net of Things (IoT) data and to be implemented in small processors to fight side
channel assaults in real-world applications.
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